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Claim Access Security Modes


We have implemented a new security model in v4.12 which allows the customer to filter which claims a user can access based on many various criteria. 

	Mode
	Description
	Method

	Standard
	Anyone with login can access all claims (excluding Confidential claims).


	

	Confidential
	Only designated confidential users can view claims marked confidential.  Users given this capability will generally be assigned an alternate login; the alternate can only see Confidential

	Create a Confidential TPA vendor.  Assign the designated user that TPA.  Assign the claim to that TPA.

	TPA Claims


	TPA users can only view claims assigned to their TPA.  In-house users can view TPA claims as well as standard claims.

	Examiner is designated in-house or TPA.  All claims assigned to that examiner inherit the examiner’s designation.

	Remote Company Assignment

	Users assigned to a company (estate) can only view claims on that estate.


	User security to select the companies a user is designated to.

	Subro TPA Assignment
	Subro TPA users can only view claims assigned to their TPA.  Note: Subro TPA assignment has not yet been implemented, but would likely be assigned to the claim via contacts using the Limited and/or Fixed Contact types.


	Access group is defined in security.  Users are designated to this group in security.  Claims are designated to this group by virtue of the Limited contact assigned to the claim

	Defense Atty Assignment

	Defense Atty users can only view claims where they are the assigned atty.


	This can be done either through Limited Contacts or Def Atty assignment

	Remote Fund Assignment
	Users assigned to a fund can only view claims on that fund.  This would be similar to the Remote Company but would be based on cmxfund rather than cmxcompany.


	 Access group is defined in security.  Users are designated to this group in security.  Claims are designated to this group by virtue of the Fund the claim is assigned to

	Remote Manager Assignment
	Supports remote managers with local examiners and that remote manager type users can only view claims that they are the assigned manager.


	Access group is defined in security.  Users are designated to this group in security.  Claims are designated to this group by virtue of the manager assigned to the claim


	Remote Examiner Assignment
	Supports remote examiner type users can only view claims that they are the assigned examiner.  This would be different than the TPA Claims, in this case user would not be able to see claims assigned to other examiners within TPA.


	Access group is defined in security.  Users are designated to this group in security. Claims are designated to this group by virtue of the examiner assigned to the claim
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